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"You can fool some of the people all of the time, 
and all of the people some of the time, but you 
cannot fool all of the people all of the time"

–Attributed to Abraham Lincoln



Prelude

What does "anonymity" actually mean?



Anonymity is the state of being not identifiable
(within a set of subjects)

Undetectability

Unobservability

Unlinkability

Pseudonymity

Deniability
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Traffic Analysis

Goal is to hide the source, the destination, and/or the content of Internet flows from eavesdroppers

What can be learned from leaks in 
network protocols and from 

access to systems?

Increasingly unavailable 
except “at the end” 
because of E2EE

Irrelevant in many 
applications

Observability 
depends on 

vantage point

????????



This talk

Expectations management



Review of some key Internet networking technologies

● HTTP + DNS
● TLS/HTTPS + Do(H|T|Q), oDoH
● Middleboxes
● Domain fronting, ESNI, and ECH
● The skunk in the room: Web PKI
● Proxies / VPNs

Focus on what (meta-)data network protocols leak to different eyeballs

○ This is critical to understanding
■ The different in-path and out-of-path adversaries in the Internet
■ The strengths and weaknesses of different privacy technologies



Interlude

A simplified view of Internet communications
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DNS is power: ISP DNS redirection and injection

USENIX Workshop on Free and Open Communications on the Internet 
(FOCI’11)



DNS is power: information controls and surveillance

USENIX Security ‘17



A simplified view to Internet communications: HTTP + DNS
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1.2.3.4 foobar.com

HTTP REQUEST
GET /about.html HTTP/1.1
User-Agent: Mozilla/5.0 (Android 14; Mobile; rv:109.0) Gecko/120.0 Firefox/120.0
Host: www.foobar.com
Accept-Language: en-us
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
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Middleboxes

Everywhere
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In-path HTTP Proxies can inject sensitive user data and unique identifiers 
(perma-cookies) in clear-text HTTP traffic that deanonymize the user
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USER
LAN/ISP

M
Transit / Tier-N

ISPs + IXPs + ···

AS / CDN

DNS  Resolver
(Google, Quad9,
Cloudflare, …)

AS / CDN

Not only at the application-layer: the 
Internet is full of on-path middleboxes 
that can hide users’ real IP addresses

1.2.3.4

192.168.1.3

10.190.68.3

4.3.1.52

10.0.1.2

10.190.68.3

4.3.1.52



13 October 2017

What if your phone or WiFi AP 
is a VPN server?



The “good” news

TLS
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SSL/TLS 
Version

Release 
Date

SSL 2 Feb. 1995

SSL 3 Nov. 1996

TLS 1.0 Jan. 1999

TLS 1.1 Apr. 2006

TLS 1.2 Aug. 2008

TLS 1.3 Aug. 2018

Securing end-to-end communications: TLS adoption
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TLS Server Name Indication (SNI)

Remark: ClientHello is not encrypted



Securing the DNS

DNS-over-X
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Each standard was developed separately and has its own RFC

● DoH (RFC 8484, Oct 2018)
○ HTTP ⇒ tcp/443
○ Indistinguishable from regular HTTP traffic ⇒ DNS queries and responses are 

camouflaged within other HTTPS traffic

● DoT (RFC 7858, May 2016)
○ tcp/853
○ Detectable ⇒ can be blocked

Securing the DNS: DoH vs. DoT



More DNS privacy: Oblivious DoH (ODoH)

Source: Cloudflare

● DoH provides confidentiality and authentication for DNS but it is not 
private
○ Clients reveal their IP addresses

● oDoH (RFC 9230, Experimental) builds on DoH to solve this problem



Hiding the destination

Domain Fronting, ESNI, and ECH



Domain fronting

● Anti-censorship technique
○ Telegram, Signal —raised protests in Russia & China
○ Tor (old meek plugin) 
○ Also used by malware

■ Blocking C2 traffic becomes harder

● Exploits discrepancy between the TLS server SNI and the HTTP Host 
header in the request

○ CDNs typically rely on the Host header to identify the server (encrypted, not visible)
○ SNI used in TLS: visible to network traffic
○ Result is true endpoint of the communication is hidden



Domain fronting: the Tor meek plugin & a C2 beacon

Source: Tor project



Domain fronting and collateral freedom

“Collateral freedom is an anti-censorship strategy 
that attempts to make it economically prohibitive for 
censors to block content on the Internet. This is 
achieved by hosting content on cloud services that 
are considered by censors to be "too important to 
block," and then using encryption to prevent 
censors from identifying requests for censored 
information that is hosted among other content, 
forcing censors to either allow access to the 
censored information or take down entire services.”



Domain fronting and collateral freedom

Domain Fronting Bans Timeline

2015

2018

Cloudflare

Amazon
Google

2022 Microsoft

2024 Fastly



Domain fronting: is it really dead?

2024 study finds domain fronting still 
works in 73% (22/30) of the tested CDNs



ESNI: Encrypting the SNI

TLS 1.2 handshake revisited
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ESNI: Encrypting the SNI

Encrypt the SNI in the ClientHello 
message

Wait a moment … using what key?

Get server public key through DNS 
(TXT record), preferably using DoH 
or DoT

TLS 1.3 handshake revisited

encrypted (typically)

SNI encrypted

X



ESNI is no more

● Was only adopted by Cloudflare, Mozilla 
Firefox and a few others in 2018

● Abruptly removed around 2020-21 by all 
parties

● Alleged reasons include
○ Protection it gives is incomplete because there 

are other sensitive fields in the ClientHello
○ A bunch of sophisticated attacks proposed
○ Using DNS for key distribution is not as easy as it 

seems
● Solution?

○ Encrypt the whole ClientHello message
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cloudflare-ech.com
foobar.com

Wait a moment … using what key?



ECH: status & questions
● Developments taking place as we speak
● How about problems with DNS-based key distribution?

○ Kinda solved with the newly introduced HTTPS DNS record 
type. See 
https://blog.cloudflare.com/speeding-up-https-and-http-3-negotia
tion-with-dns/

● Will it be broadly adopted? Ever? Soon? Nobody 
knows. Obstacles:

○ “Network ossification”: larger-than-expected TLS connection 
failures because of middleboxes not supporting it

○ Some countries (usual suspects) threaten to block all known 
client-facing servers (e.g., cloudflare-ech.com)

■ Realistic threat as there are only a bunch and are easy 
to enumerate

■ Could (1) break the Internet for many and (2) hurt key 
stakeholders

■ Unclear how CDNs and browsers would react
● Sovereignty reasons

https://blog.cloudflare.com/speeding-up-https-and-http-3-negotiation-with-dns/
https://blog.cloudflare.com/speeding-up-https-and-http-3-negotiation-with-dns/


The “bad” news

The Web PKI



The Web PKI

● Web Public Key Infrastructure (PKI) enables TLS server authentication by 
linking an identity (DNS name or IP address) to a cryptography public key 

● Web PKI is …

… the most widely deployed PKI

… foundational to the security of the web

… rapidly changing for technical and political reasons

… fragile, complicated, sometimes dirty 
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Server

Certificate Authority

Certificate Issuance

Identity Verification

CA Certificate Server Certificate

Signs

Goal
● Verify that a network 

identifier controls 
some cryptographic 
public key

Problem
● How to verify?
● What does control 

mean?

Historically (ca. 2012)
● Confirming applicant is registrant at domain name registrar
● Contact registrant via phone/email/address
● Contact the domain administrator using admin@domain
● Having the applicant demonstrate control over the FQDN by making 

an agreed-upon change to a webpage containing the FQDN
● …



Server

Certificate Authority

Certificate Issuance

Identity Verification

CA Certificate Server Certificate

Signs

Goal
● Verify that a network 

identifier controls 
some cryptographic 
public key

Problem
● How to verify?
● What does control 

mean?

Modern issuance (ca. 2021)
● Step 1. CA sends random token to client
● Step 2. CA retrieves token from DNS / HTTPS server
● Automatable!
● RFC 8555 - Automatic Certificate Management Environment (ACME)
● Let’s Encrypt
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Certificate Authority

Client (Browser)

CA Certificate
Root store inclusion

CA Trust Decisions

Trust Management
In the current Web PKI 

design, every trust anchor 
is a single point of failure

● CNNIC MITM
● WoSign / StartCom
● Certinomis cross-signing
● Symantec (!) misissuance
● Hacked CAs
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TLS root store ecosystem (circa 2021)

Z. Ma, J. Austgen, J. Mason, Z. Durumeric, M. Bailey, Tracing Your Roots: Exploring the TLS Trust 
Anchor Ecosystem. IMC 2021
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Trust Management Revisited: TLS interception
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Trust Management Revisited: TLS interception

Z. Durumeric, Z. Ma, D. Springall, R. Barnes, N. Sullivan, E. Burszstein, M. Bailey, J. Alex Halderman, V. 
Paxson. The Security Impact of HTTPS Interception. NDSS 2017

● 4%-10% global HTTPS traffic intercepted
● Nearly all interception products introduce vulnerabilities
● Injected roots are common and operated by CAs with poor security



Parting thoughts



Recap: putting it all together

1. Observability of networking metadata is a moving target because of the 
adoption of newer privacy technologies

2. Different privacy technologies focus on different technical goals. It’s important 
to know the strengths and weaknesses of each technology

3. Tracking moved to other (both up and down) layers
a. Commercial surveillance
b. User & device fingerprinting



From the early manifestos …

● Many of the designers of the Internet held strong views about cyberspace and 
what it should be

● Themes pervasive in hacker culture: unrestricted exploration of the 
possibilities of technology, freedom of information, anti-authoritarianism, etc.

● Read, e.g.:
○ John Perry Barlow’s “Declaration of Independence of Cyberspace”
○ The Mentor’s “Hacker Manifesto”

● Cypherpunks and the Crypto Wars



… to regulating cyberspace

● But many believe that cyberspace marked the beginning of a new era with 
more and more human activities taking place there

● Significant challenges for states to exercise control and practice sovereignty
○ In part rooted in the technology itself
○ In part rooted in the privately-owned nature of cyberspace

● Non-Western countries such as Russia, China or NK have a fundamentally 
different approach to dealing with these issues

● In the US and the EU: waves of regulatory efforts
○ NIS2, DSA, EIDAS, CRA, DMA, Chat Control, Age Verification, DNS4EU 
○ National Security laws (e.g., the Patriot Act)



Thank you for listening.

Questions? Comments? Thoughts?


