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How do you get a 
temporary phone number?



3 ½ options depending on …

● What do you want it for?

● What’s your threat model?
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Burner phone

● Physical device
● Pre-paid / no contract
● Mandatory SIM registration 

in more and more places

1

Virtual phone number

● Cloud-based (VoIP)
● Not useful for account registration

○ Forbidden by ToS
○ Blocked by service providers
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receive free sms online
1

2

3

4
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What are DPNs?

● Disposable Phone Numbers (DPN)

● Shared, non-personal phone numbers

● Mostly intended for receiving SMS messages

● Accessible through Public SMS Gateways (PSG)
○ Websites

○ iOS/Android apps
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Why use a Disposable Phone Number?

● For privacy reasons (e.g., when trying out a new app)

● Abuse new account bonuses

https://www.wired.com/coupons/ubereats
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Why explore this ecosystem?

● 2FA (ab)use is on the rise

● SMS is the most common 2FA method (85%)

● Services that use phone number as method 
of identification and authorization

● Account fraud

https://duo.com/blog/the-2021-state-of-the-auth-report-2fa-climbs-password-managers-biometrics-trend

78%

53%

28%

2017 2019 2021

How widely used
?

Which services
?

Potential for abuse
?

previous 
study
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To understand this 
ecosystem, we first 
need data



Identification of Public SMS Gateways

https://tranco-list.eu/list/NK2W/3000000
https://pypi.org/project/wordsegment/

2708745,hutorok-sudak.ru
2708746,jayhanuman.in
2708747,flandersauctions.be
2708748,ozencocom.com
2708749,sms-receive.com
2708750,bottomofthemap.media
2708751,broadviewpsychology.com
2708752,neleryasak.com
2708753,apsco.com.sa
2708754,politicsdigest.ng
2708755,wegroup.co.th

Tranco list1 Keyword matching2

>>> import wordsegment as ws
>>> ws.load()
>>> ws.segment('sms-
receive.com')
['sms', 'receive', 'com']

sms, msg, number, numbers, 
phone, free, get, receive, online, 
temp, otp, inbox, virtual, verify, 

verification, code

Manual verification3

☐ False positive?

Parked domain?

☐ Stale gateway?

☐ Aggregator?
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Gateway Source
receivesms.org Tranco
sms-online.co Tranco
sms-receive.com Tranco
sms-receive.net Tranco
sms-verification.online Tranco
sms.sellaite.com Google
sms.visatk.com Google
smsfinders.com Google
smsfree.cc Google
temp-sms.org Tranco
temp99.com Google
tempsms.net Tranco
virtnumber.com Google
www.spoofbox.com Google

Gateway Source
99dark.com Google
bfkdim.com Google
bulk-pva.com Google
cloakmobile.com Google
freebulksmsonline.com Tranco
freephonenum.com Tranco
getfreesmsnumber.com Tranco
onlinesim.io Google
receive-sms-online.com Tranco
receive-sms-online.info Tranco
receive-sms.com Tranco
receive-smss.com Tranco
receivefreesms.net Tranco
receivesms.cc Tranco
receivesms.co Tranco

29 gateways
Almost 4x than previous study

B. Reaves et al., Characterizing the Security of the SMS Ecosystem with Public Gateways, 2018, doi.org/10.1145/3268932
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336 511
483

Some preliminary findings

● PSGs have a lifespan of ~1 year

● Most DPNs (58%) last several 
weeks

● Some PSGs share DPNs, specially 
smsfree.cc

● PSGs usually have links to 
underground markets selling 
Phone Verified Accounts (PVAs)

onlinesim.io

smsfree.cc

99dark.com

temp99.com

receive-sms-
online.info

bfkdim.com

receive-smss.com

receivesms.co

getfreesms
number.com

…
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How do we analyze
71M short messages?



Language identification

Normalization

GUESS USING

Script Glyphs n-gramsKeywords
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Language identification

Normalization

GUESS USING

ESKeywords n-gramsScript Glyphs

Su código de 
verificación para 
Stripe es: 911-851

1

su codigo de 
verificacion para 
stripe es 000000

2

su codigo de 
verificacion para 
stripe es 000000

3
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Language identification

Normalization

GUESS USING

BNn-gramsGlyphs

G-226720 হল
আপনার Google 
যাচাইকরণ -কাড৷

1

g 000000 হল
আপনার google 
যাচাইকরণ -কাড৷

2

g 000000 হল
আপনার google 
যাচাইকরণ -কাড৷

3

Keywords Script
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Language identification

Normalization

GUESS USING

TRn-grams

Onay kodu: 
470766. Kodu giriş 
alanına yazın.

1

onay kodu 000000 
Kodu giriş alanına 
yazın

2

onay kodu 000000 
Kodu giriş alanına 
yazın

3

ş ı

GlyphsScriptKeywords
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Language identification

Normalization

GUESS USING

PT

Toque para 
redefinir a senha 
do Instagram: 
https://ig.me/1HA
BBJK2KwIHEk0

1

toque para 
redefinir a senha 
do Instagram 
ig.me

2

toq oqu que ue_ e_p 
_pa par ara ra_ a_r 
_re red ede def efi 
fin ini nir ir_ r_a _a_ 
a_s _se sen enh

3

GlyphsScript n-gramsKeywords
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Country and language diversity

● 31 languages

● 57 countries

● English accounts for 75%
of messages

● No 1-to-1 mapping 
between country and 
spoken language

● International scope of 
this ecosystem
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Service and purpose identification

● Even more difficult that language detection

● Best shot: automated clustering of messages, then manual labeling

imo code: 9790
Seu código de verificação é 705487
Your DENT code is: 604039
655922 is your Facebook code
As2in1 Mobile 7799

Facebook,
Creation

DENT,
Verification

Amazon,
Activity
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Approach

1. Extract top most occurring 
keywords

2. Manually look for service 
names in top 10k

3. Use selected keywords to label
all messages

SERVICE IDENTIFICATION

1. Normalize message

2. Calculate SimHash

3. Cluster similar digests with 
Hamming distance

4. Manually label clusters

PURPOSE IDENTIFICATION
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Top services

● Managed to label the top 212 most popular services

● Account for a subset of 46M messages (65% of the dataset)

● Spans across several sectors (e.g., telecommunications, finance, etc.)

10% of messages
58% of DPNs

8.4% of messages
4.1% of DPNs

3.7% of messages
77% of DPNs

2.8% of messages
69% of DPNs

2.8% of messages
68% of DPNs
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But are DPNs 
actually used to 
register accounts?



OTPs and Single-use Links

● 77% of messages contain a One-Time Password (OTP)

● That’s a 10% increase since the previous study from 2018

● Single-use Links are merely used in 2.18% of messages

B. Reaves et al., Characterizing the Security of the SMS Ecosystem with Public Gateways, 2018, doi.org/10.1145/3268932

Your WhatsApp Business code 458-851
You can also tap this link to verify your phone: 
b.whatsapp.com/458851
Don't share this code with others
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Time to First Message (TTFM)
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Potential for abuse

● We measure the rate at which services send messages to DPNs

● Abnormal for a legitimate user to request multiple OTP codes per hour

● Automation is a good indicative of abuse

72 per day (3 msg/h)

288 per day (12 msg/h)Ub
er

Pa
yP

al
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Show me some 
examples!



Case studies: discounts and free trials

Congratulations John, Your free 1-hour 
Physics demo class has been confirmed 
for 10 January at 8:00 PM.

FREE TRIALS - BYJU's
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Case studies: discounts and free trials

Welcome to Flix! Here is your new 
customer discount code:  NCVK74LP This 
voucher is valid until the Jan 16, 2022 
Hurry up!

New customer discount code - FlixBus
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Case studies: discounts and free trials

Welcome to our car wash SMS program. 
Here is your vacuum discount code. 
http://carw.sh/1yJFW2 Text Help or Stop.

Car wash & vacuum discount
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Case studies: phishing

DHL EXPRESS: Debes pagar 1,99 € antes del 27/04/2021 
para que tu paquete sea enviado a través del enlace: 
http://bit.ly/dhl-401125
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CORREOS: Su paquete no se ha podido entregar 06/01 
porque no se han pagado las tasas de aduanas 2 Euro. Siga 
las instrucciones: https://bit.do/fS5pP



Case studies: phishing

[WIZINK BANK] Por su seguridad su tarjeta esta bloqueada
WIZINK. Haga clic aqui para resolver su problema
https://tinyurl.com/mu8pdv5e
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[CAIXABANK] Por su seguridad su tarjeta esta bloqueada. 
Haga clic aqui para resolver su problema
https://u.to/m5W4GA/



Case studies: phishing
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Hemos decidido que le coresponde un 
reembolso del impuesto en valor de 
1184,56 Eur. 
https://agenciatributaria.yourltn.co.za dc



Case studies: phone chaining in Google Voice
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<#> 145859 is your Google Voice 
verification code. Don't share it with 
anyone else. https://goo.gl/UERgF7 
owBEk0tbefD



Case studies: health services - NHS
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Jane You have tested positive for COVID-
19 and must now self-isolate. [...]



Case studies: gov services – Aadhaar

36

OTP is 633306 and is valid for 10 minutes. 
eAadhaar/mAadhaar are as valid as 
physical Aadhaar Letter.



Case studies: gov services – Cl@ve
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Bienvenido a Cl@ve, el procedimiento de 
registro se ha completado correctamente.

El codigo de activacion para la APP 
Cl@vePIN es: 74N



Case studies: gov services – MAUC
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El Ministerio de Asuntos Exteriores, Union 
Europea y Cooperacion le informa de su
codigo de activacion para el alta: 
a3882902



Case studies: financial services
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[Binance] P2P Order (last 4 digit: 5824) has 
been completed. The seller has released 14.8 
USDT to your P2P wallet.

CRYPTOCURRENCY TRANSACTIONS - Binance

HSBC : To complete your HSBC bank account 
application online, please enter the code 4173

Account application - HSBC

Hi from Cuentas Prepaid Mastercard! To get 
free card to card transfers, free long 
distance, discounted gift cards and more, 
please finish your registration.

Prepaid card application - Mastercard

Tu clave para firmar el contrato de tu nueva 
Cuenta Online Santander es: P333P436.

Online account application - Banco Santander

Codigo de seguridad: K5AJEGDZ. 
Confirmacion para completar el alta de 
usuario en la contratacion de cuenta de 
Empresas de Banco Santander

Your OTPs used to verify certain transactions 
will now be sent to this mobile number. Never 
share these codes with anyone, not even 
Santander staff

Online account application - Banco Santander



Case studies: potential fraud
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NEVER share this code, even with Santander 
staff. OTP 32607 REGISTER YOUR DEVICE 
FOR MOBILE BANKING. Please call us if this 
wasn't you.

Santander A/C ending 0503. We've refused a 
payment due to lack of funds. No fees will be 
charged. Please pay enough money into your 
account to make payments.

OTP to request an AMENDMENT TO YOUR 
OVERDRAFT. Please call us if this wasn't you. 
NEVER share this code, not even with 
Santander staff MGH3JDHL

Your OTPs used to verify certain transactions 
will now be sent to this mobile number. Never 
share these codes with anyone, not even 
Santander staff



Case studies: potential fraud
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CaixaBank: banca digital. El codigo para 
autorizar la operacion de Modificacion de 
correo electronico es 228337

CaixaBank: banca digital. El codigo para 
autorizar la operacion de CONFIRMAR 
NUEVO MOVIL PRINCIPAL es 215074

CaixaBank: banca digital. El codigo para 
autorizar la operacion de CaixaBank Sign 
Configuration es 815516

CaixaBank: banca digital. El codigo para 
autorizar la operacion de Generate CaixaBank 
Sign Code es 662323



Conclusions

● We find a 780% increase in DPN usage since 2018
In terms of volume of messages

● DPNs are being used to register accounts
Nearly 80% of messages contain an OTP code

● Both global/well-known and local services are impacted
Everyone seem to lack effective protection against abuses
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Thanks for your attention

Any questions?

José Miguel Moreno, Srdjan Matic, Narseo Vallina-Rodriguez and Juan Tapiador,
Your Code is 0000: An Analysis of the Disposable Phone Numbers Ecosystem, 2023, 

tma.ifip.org/2023/wp-content/uploads/sites/12/2023/06/tma2023-final35.pdf

https://tma.ifip.org/2023/wp-content/uploads/sites/12/2023/06/tma2023-final35.pdf

