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What is eBPF? How to use it? What can I do with it?
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Could an eBPF program be malicious? 
3. TripleCross: Building an eBPF rootkit
Can we build a rootkit using eBPF? How far can we get?
4. Defenses and conclusions
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WHAT IS               ?

The eBPF technology

BPF (1992)

• Attach (hook) to network 
events
• Filter and measure/analyze 

network traffic
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WHAT IS               ?

The eBPF technology

eBPF (2014, still evolving)

• Extends kernel observability and
programmability
• Access to essentially all syscalls and 

kernel events (more than LKMs)
• Data structures to store and 

exchange data with userland 
programs

KE
RN

EL

syscall()

runtime

process

kevents

USERLAND

eBPF
program

eBPF
program



= PL + RUNTIME

The eBPF technology

KE
RN

EL
eBPF program

bytecode

bpf()

Verifier

approved

JIT Compiler
or

Interpreter

eBPF 
program

bpf_call()
BPF Helpers

(k|u)probes

tracepoints
sockets

XDP

…



= PL + RUNTIME

The eBPF technology

KE
RN

EL
eBPF program

bytecode

bpf()

Verifier

approved

JIT Compiler
or

Interpreter

eBPF 
program

bpf_call()
BPF Helpers

BPF maps

(k|u)probes

tracepoints
sockets

XDP

…

eBPF userland
code

eBPF program

process

bpf()



TRACEPOINTS

The eBPF technology
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The eBPF technology

ü Read packets
ü Modify packets
ü Drop packets
X Generate new packets

NETWORKING



XDP PROGRAMS

The eBPF technology



WHERE ELSE IS              ?

All major cloud providers have 
adopted it for observability and 
programmability applications:

• Network
• Security
• Profiling

The eBPF technology
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VIRTUAL MEMORY

Offensive eBPF
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VIRTUAL MEMORY

Program 
instructions

Local variables, 
parameters, 

return addresses

Offensive eBPF
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ü Read packets
ü Modify packets
ü Drop packets
X Generate new packets

NETWORKING

Offensive eBPF



Offensive eBPF



TripleCross:
eBPF rootkit3



TripleCross rootkit



TripleCross rootkit

github.com/h3xduck/TripleCross



LIBRARY INJECTION

TripleCross rootkit



LAZY BINDING

TripleCross rootkit



LAZY BINDING

TripleCross rootkit



GOT HIJACKING

TripleCross rootkit



GOT HIJACKING

TripleCross rootkit



TripleCross rootkit

LIBRARY INJECTION



TripleCross rootkit

1. Memory scanning
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2. Locate key libc functions
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3. Write shellcode
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4. Write GOT
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5. Exploitation
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C2: TRIGGERS
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TripleCross rootkit

EXECUTION HIJACKING

We cannot execute 
new programs 
from the kernel 
using eBPF…

But we can hijack 
any program 
execution.
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PRIVILEGE ESCALATION



TripleCross rootkit

PRIVILEGE ESCALATION
<USER> ALL=(ALL:ALL) NOPASSWD:ALL #########################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
#########################################################################################
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More demos?
github.com/h3xduck/TripleCross



TripleCross rootkit

OTHER ROOTKIT MODULES

1. Persistence
Keep the rootkit installed across reboots
Using cron jobs
2. Stealth
Hide rootkit files and activity from the user
Modifying of sys_getdents() syscall
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DEFENSES

General
• EDR / network appliances
• May still be deceived

Defenses & conclusions

Least-privilege eBPF
• Rootkits require privileged eBPF
• Use eBPF capabilities

Monitor eBPF
• Available tools to monitor 

bpf() activity

https://github.com/libbpf/bpftool
https://github.com/Gui774ume/ebpfkit-monitor

Kernel lockdown
• Prevents altering the kernel 
• Default integrity mode if 

secure boot active: backdoors 
still possible



Defenses & conclusions

OFFENSIVE 

DEFCON 27 (2019): Evil eBPF
First discussion of offensive capabilities

DEFCON 29 (2021): ebpfKit
First public eBPF rootkit

DEFCON 29 (2021): Warping reality
New offensive eBPF techniques

Symbiote (2022)

Targets financial 
sector in LATAM

BVP47 (2022)

Targets mil and telco
Attributed to NSA

BPFDoor (2021)

Targets telco
Attributed to Chinese actor
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