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Background: user tracking and profiling



“Surveillance is the business model of the Internet”

                                      — Bruce Schneier
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DIGITAL WILL BE GIVING A PRODUCT PRESENTATION OF THE NEWEST MEMBERS OF THE
DECSYSTEM-20 FAMILY; THE DECSYSTEM-2020, 2020T, 2060, AND 2060T.  THE
DECSYSTEM-20 FAMILY OF COMPUTERS HAS EVOLVED FROM THE TENEX OPERATING SYSTEM
AND THE DECSYSTEM-10 <PDP-10> COMPUTER ARCHITECTURE.  BOTH THE DECSYSTEM-2060T
AND 2020T OFFER FULL ARPANET SUPPORT UNDER THE TOPS-20 OPERATING SYSTEM.
THE DECSYSTEM-2060 IS AN UPWARD EXTENSION OF THE CURRENT DECSYSTEM 2040
AND 2050 FAMILY. THE DECSYSTEM-2020 IS A NEW LOW END MEMBER OF THE
DECSYSTEM-20 FAMILY AND FULLY SOFTWARE COMPATIBLE WITH ALL OF THE OTHER
DECSYSTEM-20 MODELS.

WE INVITE YOU TO COME SEE THE 2020 AND HEAR ABOUT THE DECSYSTEM-20 FAMILY
AT THE TWO PRODUCT PRESENTATIONS WE WILL BE GIVING IN CALIFORNIA THIS
MONTH.  THE LOCATIONS WILL BE:

               TUESDAY, MAY 9, 1978 - 2 PM
                   HYATT HOUSE (NEAR THE L.A. AIRPORT)
                   LOS ANGELES, CA

               THURSDAY, MAY 11, 1978 - 2 PM
                   DUNFEY'S ROYAL COACH
                   SAN MATEO, CA
                   (4 MILES SOUTH OF S.F. AIRPORT AT BAYSHORE, RT 101 AND RT 92)

A 2020 WILL BE THERE FOR YOU TO VIEW. ALSO TERMINALS ON-LINE TO OTHER
DECSYSTEM-20 SYSTEMS THROUGH THE ARPANET. IF YOU ARE UNABLE TO ATTEND,
PLEASE FEEL FREE TO CONTACT THE NEAREST DEC OFFICE
FOR MORE INFORMATION ABOUT THE EXCITING DECSYSTEM-20 FAMILY.

The DEC Spam of 1 May 1978

https://www.templetons.com/brad/spamreact.html

https://www.templetons.com/brad/spamreact.html


And then ads came to the web

https://adage.com/article/digitalnext/happy-birthday-digital-advertising/139964 

https://adage.com/article/digitalnext/happy-birthday-digital-advertising/139964
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The landscape of marketing technology — a decade of progression
https://chiefmartec.com/2020/04/marketing-technology-landscape-2020-martech-5000/ 

https://chiefmartec.com/2020/04/marketing-technology-landscape-2020-martech-5000/




What is a tracker?

Company that observes and tracks your behavior while you use a device and collects 
information about you

Why do trackers exist?

Targeted recommendations
Targeted advertisement
Analytics
Click conversion
Business model



User profiling in practice





The reality
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Manipulation

Identity theft

Potential for
discrimination

Fraud
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Lack of user
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Measuring the Android Supply Chain



What is Android?

Over 2.5 active billion users spanning over 190 countries





The Android supply chain



S&P implications





Certification tests

Source: https://published-prd.lanyonevents.com/published/rsaus20/sessionsFiles/
17497/2020_USA20_MBS-R09_01_Challenges%20in%20Android%20Supply%20Chain%20Analysis.pdf

https://published-prd.lanyonevents.com/published/rsaus20/sessionsFiles/17497/2020_USA20_MBS-R09_01_Challenges%20in%20Android%20Supply%20Chain%20Analysis.pdf
https://published-prd.lanyonevents.com/published/rsaus20/sessionsFiles/17497/2020_USA20_MBS-R09_01_Challenges%20in%20Android%20Supply%20Chain%20Analysis.pdf


Yet …



Research goals

1. Conducting a systematic measurement analysis of Android’s supply 
chain and mapping its stakeholders 

2. Finding overlooked privacy and security risks at the framework level

3. Enhancing our understanding of mobile apps’ behaviors and their 
interaction with firmware customizations
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Who preinstalls apps on Android devices?

What are these apps doing?

What can be done about it?



Data collection

26.5k
Apps

962k
MD5

25,5k
Devices 

922
Brands



Attribution: who are they?



Attribution challenges

• 1,200 diferent signing certificates

• 42 Android Debug certificates in 21 brands

• 115 certificates mention “Android” in the issuer field



Main stakeholders



AdTech presence

Facebook apps found in over 900 devices, 68% of them being Samsung



PHAs

• Triada
• Rooting
• Gmobi
• Truecaller
• Adups

How did they get there?



• FOTA: Firmware-Over-The-Air

• Manages Android system updates

• Turns the supply chain into a dynamic process

Oakland ’21



FOTA stakeholder analysis



PHA installations

PUP

• Adware
• smsreg
• hiddad

Malware families

• Triada
• Necro
• Guerrilla



Privacy harmful behaviors

SDKs

SDKs run with the same privileges as the host app.
This raises transparency concerns.



PII dissemination (static analysis)



Data access customizations



Android custom permissions



Issues

• Can be used to downgrade AOSP permission levels (akin to a 
confused deputy attack)

• Can enable side channels

• Lack of transparency: users might not be aware of their presence



Attribution (again)

Google recommendation:

com.appdeveloper.CUSTOM_PERMISSION

But we find:

com.android.BAIDU_LOCATION_SERVICE
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Origin of defining apps
Asus
Huawei
Lenovo
Motorola

Oppo
Samsung
Sony
Vivo

Xiaomi
ZTE
Others
GMS

Origin of requesting apps
Pre−installed
Google Play
Qihoo 360
APK Mirror

APKMonk
Baidu
Huawei store
Xiaomi Mi

Tencent
Other stores

.conv

.dexonpc

.miui

.oppo

.provider

.sidesync

.sstream

.telecom android.manifest

android.miui

com.amazon

com.anddoes com.bbk

com.bst

com.cequint

com.coloros

com.diagmondm

com.dsi com.facebook

com.fede

com.fingerprints

com.gsma

com.hiya com.infraware

com.lenovo

com.lge

com.mediatek com.meizu

com.mirrorlink

com.miui

com.motorola

com.msc com.nttdocomo

com.oppo

com.osp

com.qihoo360

com.qualcomm

com.samsungtest

com.sgmc

com.skt

com.slideme

com.sonyericsson

com.sonymobile

com.sprint

com.tencent

com.vcast com.verizon

com.vivo com.vodafone

com.wsomacp

com.wssnps

com.xiaomi org.adwfreak

org.fidoalliance

org.gsma

org.simalliance

samsung.android



Naming convention violations



Custom permissions across vendors



Examples



Risks

• Over 250k custom permissions
• Detected over 11k instances of potential 

protection altered permissions
• READ_PHONE (3.5k cases)
• GET_ACCOUNTS (5k cases)
• LOCATION-related permissions (1.7k cases)



Privacy risks of the Android SDKs
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Research questions

• Taxonomy of Android SDKs
• Privacy and regulatory compliance
• Transparency and attribution challenges



SDK categories



Privacy: data collection

• Identifiers
• Resettable (AAID)
• Non-resettable (Hardware IDs)

• Behavioral data
• Location



Privacy: custom events



Privacy: custom events



Privacy: cross-device tracking



Research questions (ongoing work)

• Detection

• Attribution

• Measuring prevalence

• Compliance



Thank you!

Juan Tapiador
Universidad Carlos III de Madrid

Web: 0xjet.github.io
Twitter: @0xjet

http://0xjet.github.io

