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About this talk

My experience doing (and evaluating) research that uses ML 
techniques for security (detection/classification) problems. 

Focus on research pitfalls, on negative results, on why very cool (AI/
ML) solutions rarely work in the real world as promised in the paper. 

I am a skeptic, not a negationist. In my experience, security 
problems are a hard research space.



AI and Infosec

ML is not good at 

Predicting the future 
Explaining outcomes 

Overcome data biases

Not a new relationship

1987

AI

ML

At least since mid-1990s 
1,000s of academic papers, 

industry white papers, blog posts

ML is good at 

Finding patterns in data 
Automating tasks 

Generate synth content



The bug is everywhere



Civil war, love and security are hard to predict



Why ML (predictive) systems often fail

Methodological pitfalls

• Using a proxy for the outcome variable as a feature 
• Using knowledge from the future 

• Incorrect reuse of an imputed dataset 
• Using all dataset for normalizations 
• Using all dataset for feature selection 
• K-cross validation with temporal data 
• …

1. Malware and packers 

2. DARPA ’99 IDS Dataset

• Researchers not trained in proper use of ML 
• Reproducibility is often impossible (no code, no data, no transparency) 
• Three problems 

• Bad modeling — the spherical cow in the vacuum 
• Bad data — biased, imbalanced 
• Bad evaluation — experimental setting and validity of results



Security needs GOOD problem modeling

Why thousands of academic papers have 
designed ML-based systems to solve this 

problem with presumably awesome detection 
quality, yet no one works well in the wild?

Very high cost of errors 
Lack of quality training data 
Semantic gap between results and 
operational interpretation 
High variability in input data 
Difficulties to conduct sound evaluation

Security is different 
Some domains (security is one of them) have 
characteristics that are not well aligned with 

the requirements of ML

Problem: tell apart good from bad



Security needs GOOD data
Data quality properties we don’t 

know well how to deal with 

• Representativeness 
• Spatial — all classes 
• Time — concept drift 

• Dealing with sensitive attributes

Advice 

• Keep the scope narrow 
• Understand the problem before 

you look at the data 
• Understand the environment that 

the system targets



Security needs GOOD evaluation frameworks
• Using a proxy for the outcome variable as a feature 
• Don’t use knowledge from the futureAvoid leakage

• a.k.a. dataset shift, a.k.a. concept drift 
• Inflates performance (e.g., training with examples of 

new malware families that did not really exist at the 
time of training the classifier)

Temporal bias

• Use correct percentages of prevalence of each class 
• Unrealistic distribution (e.g., too many attacks, too 

many malware samples) inflates performance 
• Estimating correct ratios might be hard

Spatial bias

• The world changes and the system is no longer ok 
• Evaluate this 
• Measure retraining / active learning

Time-aware 
performance metrics



O.O

Probability of a 
true security (S) 
event when we 
see an alert (R)

Detector’s 
sensitivity

Detector’s FPR

Prevalence of 
security events

P(S) 1/10,000

P(R|S) 0,99 (99%)

P(R|¬S) 0,01 (1%)

P(S|R) 0,0098 (~1%)

REAL-WORLD security requires VERY GOOD models



• Limiting perf factor is not the ability 
to correctly identify attacks, but the 
ability to suppress false alarms. 

• We need extremely low FPR for 
detectors to be good 

• More data implies more FPs unless 
security events grow proportionally, 
which is not the case

Takeaway points

Much academic research ignores this

REAL-WORLD security requires VERY GOOD models
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AHG subgraph for the oldboot family. Edges 
represent code genomes that are common in 
more than 70% of family samples.

What is a malware family?
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Distance matrix for 824 ransomware samples 
belonging to 7 families

Malware classification



Training & evaluation needs accurate labels!
10y of Android malware classification in top conferences

AV 1 AV 2 AV 3 AV N…

Unification & Voting

Labeled samples

Samples

Malware classification

The labeling problem



Coverage and cross-coverage

Malware classification

The labeling problem

19.79M 
app hashes

6 months later

2.55M 
1+ positive 
detection 

3k 
no positive 
detection 

All labels



Lots of labeling issuesThe labeling problem

19.79M 
app hashes

6 months later

2.55M 
1+ positive 
detection 

3k 
no positive 
detection 

All labels

Inconsistencies (same engine, different labeling 
convention) 

• AdWare vs. Adware vs. AdWo 
• ANDR vs. Android vs. AndroidOS 
• Arbitrary use of class/type and family sub labels 
• Different labeling scheme 

Generic labels 
• Android.Generisk 
• Other:Android.Reputation.1 
• Android.Agent.GEN23333 
• Android.Gen-Pua95BB2BF2

Malware classification



Do different engines agree on what is a 
malware family?

Measuring coherence

1 2 3 4 5 6 7 8

1 2 3 4 5 6 7 8

AV 1

AV 2

AV 1

AV 2

Malware classification



Attribution is HARD

Attribution Signals



Attribution is HARD

Attribution Graphs



Attribution is HARD

Not all signals are 
available for all 

samples

No matter how you 
cluster, you will make 

attribution errors

Signals might be 
volatile

Signals are not 
consistent across 
actors or across 

markets

Code similarity helps 
but not much

TL;DR



AI and New Threats: A Skeptics’ Guide
Or, What Civil War, Love and Infosec Have in Common

Juan Tapiador 
UC3M


0xjet.github.io

Twitter: @0xjet

Thank you!

http://0xjet.github.io
http://www.twitter.com/0xjet

